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A verification based on modal logic S4 of the software update system protocol
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Abstract : There is a formal verification case study of a certain software update system protocol, based on BAN log-

ic theorem proving and LTL model checking. This article gives a similar verification case based on modal logic S4.
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(1) send(C, P, INF,) A sign(C, INF,) (=1,2)
(II) send(C, P, INF,) A sign(C, INF,)
— receive (P, INF,) (i =1,2)
(II) receive(P, INF,) A sign(C, INF)
— receive (M, INF,) (i =1, 2)
(V) receive (M, INF,) A sign(C, INF,)
—send(M, P, INF,,,) A sign(M, INF,,,) (i =1, 2)
(V) send(M, P, INF.,,)
—send(M, P, F..,) A sign(M, F..,) (=1 2)
(VI) send(M, P, INF,,,) A sign(M, INF,.,)
— receive (P, INF,,;) (i=1,2)
(VM) send(M, P, F..;) A sign(M, F.,))
— receive(P, F,,,) (i=1,2)
(V) receive(P, INF,,,) A sign(M, INF,,,)
— receive(C, INF,,,) (i=12)
(X) received(P, F,,,) A sign(M, F.,,)
— receive(C, Fi,p) (i=1,2)
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@ send(C, P, INF,), sign(C, INF,),

receive (P, INF;), sign(C, INF;)

}
@ receive (P, INF,), sign(C, INF,),

receive (P, INF,), sign(C, INF;)

}
3 receive (M, INF)),

receive (P, INF,), sign (C, INF,),

receive (P, INF,), sign(C, INF;)

}
@ send(M, P, INF,), sign(M, INF,),

receive (P, INF,), sign (C, INF,),

receive (P, INF,), sign(C, INF;)

}
® send(M, P, F,), sign(M, F,),

receive (P, INF,), sign (M, INF,), sign (C, INF,),

receive (P, INF;), sign(C, INF;)

!
® receive (P, INF,), sign (M, INF,), sign(C, INF,),

receive (P, INF,), sign(C, INF;)

}
@ receive (P, F,), sign(M, F,),

receive (P, INF,), sign (M, INF,), sign(C, INF,),

receive (P, INF,), sign(C, INF;)

}
receive (C, INF,), sign (M, INF,),
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receive (C, INF,), sign (M, INF,),
receive (P, INF,), sign (M, INF,), sign(C, INF,),
receive (P, INF),), sign(C, INF,)
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DkC <send(C, P, INF,) A sign(C, INF2)>

—Oreceive (C, INF,)
R L v, SRR,
M Esend(C, P, INF,) A sign(C, INF,)
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O E¢receive (C, INFy)
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. <send(C, P, INF,) A sign(C, INF2)>
—oreceive (C, Fy)
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) O(sign(P, X) — Csign(P, X))
(X € {INF,, INF,, INF, N, N, N} )
(2) O(sign(M, X) — Osign(M, X))
(X € {INF,, INF,, INF, F, F,})
. <send(C, P, INF,) A sign(C, INF,»))
—Oreceive (P, INF,)
(i=1,2)
. <receive (P, INF,) A sign(C, INF,~)>
—Oreceive (M, INF,)
(i=12)
(5) D( receive (M, INF,) A sign(C, INF),) >
—~osend (M, P, INF,.,) A sign(M, INF,.,)
(i=12)
(6) D( send (M, P, INF,.,) )
—O(send(M, P, F,.p) A sign(M, F.y )
(i=172)
. <send(M, P, INF,,,) A sign(M, INF,-H))
—<receive (P, INF.., ;)
(i=12)
. <send(M, P,F,.;) A sign(M, F,»H))
—<receive (P, Fi.p)
(i=1,2)
. <receive (P, INF,.;) A sign(M, INFHI))
—Oreceive (C, INF,.,)
(i=12)
. <receive (P, Firy) A sign(M, FHI))
—Oreceive (C, Fiyy)
(i=1,2)
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1 D<send(c, P, INF,) A sign(C, INF2)>
—Oreceive (C, INF,)

9 <send(C, P, INF,) A sign(C, INF2)>
—oreceive (C, F;)
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— fresh(NV) : F Y AN EFHICER SN2
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(AHR 2)
(1) O(sign(P, X) —sign(P, X))
(X € {INF, INF, INF, N, N, N3/ )
(2) O(sign(M, X) —Osign(M, X))
(X € {INF,, INF,, INF,, F,, Fy))
(3) O(—fresh(X) —O—fresh(X))
(X € IN, N, N3t )
send(C, P, INF,) A sign(C, INF))
A send(C, P, N,) A fresh(N,) A sign(C, N,)
- < receive (P, INF,) >
A receive (P, N,) A fresh(N,)
(i=12)
receive (P, INF,) A sign(C, INF,)
A receive(P, N,) A fresh(N,) A sign(C, N,)
e < receive (M, INF,) )
A receive (M, N,) A fresh(N,)
(i=12)
receive(M, INF,) A sign(C, INF,)
A receive(M, N,) A fresh(N,) A sign(C, N,)
., <send(M, P.INF..,) A sign(M, INF,.H))
A send(M, P, N,) A fresh(N,)
(i=12)

(send (M, P, INF,,,)
A send(M, P, N,) A fresh(N,)
send(M P, F..1) A sign(M, F,,,)
A send(M, P, N,) A fresh(N,) >
(i=12)
send (M, P, INF,,;) A sign(M, INF..,)
D( A send(M, P, N,) A fresh(N,) A sign(C, N,)
receive (P, INF.,,)
/\ receive (P, N,) A fresh(N,))
(i=12)
send(M, P, F,,;) A sign(M, F,,;)
. (/\ send (M, N,) A fresh(N,) A sign(C, N,)
receive (P, F,,,) >
/\ receive (P, N,) A fresh(N,)
(i=1, 2)
received (P, INF,,,) A sign(M, INF.,,)
A recewe(P N,) A fresh(N,) A sign(C, N,)
receive (C, INF,, )
/\ receive (C, N,) A —|fresh(N)>
(i=1, 2)
received (P, F;,;) A sign(M, F..,)
A receive(P, N,) A fresh(N,) A sign(C, N,)
_'<>< receive (C, F,,,) >
A receive(C, N,) A —fresh(N,)
(i=1,2)
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send (C, INF,) A sign(C, INF,)
1 O A send(C, Ny) A fresh(N,) A sign(C, N,)
—Oreceive (C, INF;)
send (C, INF,) A sign(C, INF,)
2 0| A send(C, Ny) A fresh(N,) A sign(C, N,)
—Oreceive (C, Fy)
NS OFHANIESAUTAHR 2 2 M2 AHRRICBW
THEMTRETH 5 GEMIIMELOFEH R 2 2 L),
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— 100 —
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send (C, INF,) A sign(C, INF,)
1 O ( A send(C, N,) A fresh(N,) A sign(C, Nz))
—Oreceive (C, INF,)

B ROGERIT$ 23 RIZDRIORT 0 &

Rk CTH L0, T2 TIREET S,

send (C, INF,) A sign(C, INF,)
2 O ( A send(C, N,) A fresh(N,) A sign(C, N,)
—Oreceive (C, Fy)
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WEREAMLTBY, ¥ v 7OELET AT 2 ZHi
T LTWb, UTHRZOAMODH HHERTH 5,
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oOsign(A,X),’ = B n = oAl > A @) I' = O0A 3)
sign(A,X),I’ = B r = A I = 0A
A = B r = A I = AA All = X
— —— 2 (4 1l = A
oA = o8 Y or — oA (0% LI = Ax (cut)

ZZT TiE@matofarzikl, ATEZEICE
TN TRCOMMRXAERHEBMAICEL > THE L2ims
RX2ET, (DIAHR2D(DH9 S AD Y —47 ¥ il
DRRIZB T RE L AT RE 2 HEFR T H 5o (2, (3)
AT SAD Y —4 v FVEMEICB W THT e i T dH

%o (box) WZDoWT, WHltamEEwM O > — 7 ¥ bR
DHSRI Z AR HAN 2 I 2 72 AR I i arE R P e
NNV MRARSRICABK B L OCRAREOBIRI 2 n 2 724K
REFMETH %o (cut) 3Bl OERRBIHIO 1 >T
HhHo LT, WM ZEG R %,

receive (C,F3) = receive (C,F3)

receive (C, F3) A receive (C,N3) A fresh (N;) = receive (C, F3)

(C))
O (receive (C,F3) A receive (C,N3) A fresh (N3)) = O receive (C, Fs3)
SRR 1
NE2 D A1) 2
sign (C, INF,), sign (C,N,), receive (P, F3) A receive (P,N3) A fresh (N3) = < (receive (C, F3) A receive (C,N3) A fresh (N3))
FERAX 2

SEBARY 2 DR

SEBARY 1 D&
(cut)

sign (C, INF,), sign (C,N,), receive (P,F3) A receive (P,N3) A fresh (N;) = O receive (C, F3)

sign (C,INF,), sign (C,Ny), <O receive (C,F3) = = (receive (P,F3) A receive (P,N;) A fresh (N,)) (box)
0X

osign (C,INF,),osign (C,N,),0-¢ receive (C, F3) = 0= (receive (P, F3) A receive (P,N3) A fresh (N7))

oOsign (C,INF,), Osign (C,Ny), ¢ (receive (P, F3) A receive (P,N;) A fresh (Ny)) = OO receive (C, Fs3)

3)
osign (C, INF,),0sign (C,Ny), O (receive (P, F3) A receive (P,Ny) A fresh (N2)) = <O receive (C, F3)
Osign (C,INF,), Osign (C,Ny), ¢ (receive (P,F3) A receive (P,N3) A fresh (N2)) = O receive (C, F3) Q)
sign (C,INF,), sign (C,N), ¢ (receive (P, F3) A receive (P,Ny) A fresh (N,)) = < receive (C, F3)
FERA 3
NER2D ) @
sign (C,N»), send (M, P,F3) A sign (M, F3) A send (M, P,N,) A fresh (N;) = ¢ (receive (P, F3) A receive (P,Ny) A fresh (N3))
FERA 4
FERARY 3 DR SEPARD 4 AR (cut)
cu

sign (C,INF,), sign (C,N,), send (M, P,F3) A sign (M, F3) A send (M,P,N,) A fresh (N;) = < receive (C, F3)

sign (C,INF,), sign (C,N,), =< receive (C,F3) = —(send (M, P,F3) A sign (M, F3) A send (M, P,Ny) A fresh (N,)) (box)
0X

oOsign (C,INF,), Osign (C,Ny),0-¢ receive (C,F3) = O-(send (M, P,F3) A sign (M, F3) A send (M, P,Ny) A fresh (N,))

osign (C,INF,), Osign (C,N,) ¢ (send (M, P, F3) A sign (M, F3) A send (M,P,Ny) A fresh (N;)) = OO receive (C, F3)

3)

osign (C,INF,), Osign (C,Ny), ¢ (send (M, P,F3) A sign (M, F3) A send (M, P,N,) A fresh (N;)) = O receive (C, F3)

sign (C,INF,), sign (C,Ny), ¢ (send (M, P,F3) A sign (M, F3) A send (M, P,N,) A fresh (N2)) = < receive (C, F3)

FEBAR 5

KER2 D ()

send (M, P,INF3), send (M, P,N,), fresh (N;) = < (send (M, P,F3) A sign (M, F3) A send (M, P,N;) A fresh (N,))

FERA 6
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SEBRED 6 D& FERAR 5 DR
sign (C,INF,), sign (C,N3), send (M, P,INF3), sign (M, INF3), send (M,P,N3), fresh (N;) = < receive (C, F3)
sign (C,INF»), sign (C,N), send (M, P,INF3) A sign (M, INF3) A send (M,P,N,) A fresh (N,) = < receive (C, Fs3)
sign (C,INF,), sign (C,N,), =< receive (C,F3) = = (send (M, P,INF3) A sign (M, INF3) A send (M, P,N,) A fresh (N7))

(cut)

box
Osign (C, INF,), Osign (C,Ny),0-¢ receive (C,F3) = O-(send (M, P,INF3) A sign (M, INF3) A send (M, P,N,) A fresh (N3)) (box)
oOsign (C,INF;), Osign (C,Ny), ¢ (send (M, P,INF3) A sign (M, INF3) A send (M,P,N) A fresh (N;)) = <O receive (C, F3)
oOsign (C,INF,), Osign (C,Nz), ¢ (send (M, P,INF3) A sign (M, INF3) A send (M, P,Ny) A fresh (N;)) = <O receive (C, F3)
()

sign (C,INF,), sign (C,N,), ¢ (send (M, P, INF3) A sign (M, INF3) A send (M, P,Ny) A fresh (N;)) = O receive (C,F3)
AR 7

ANEH 2 D (6)

sign (C,INF,), sign (C,N;), receive (M, INF,) A receive (M,N,) A fresh (N;) = ¢ (send (M, P,INF3) A sign (M, INF3) A send (M, P,Ny) A fresh (N,))
FERAX 8

SEBAR] 8 A& FEEAR] 7 DAER
sign (C,INF,), sign (C,N3), receive (M, INF,) A receive (M, N) A fresh (N,) = O receive (C, Fs3)
sign (C,INF;), sign (C,N;), ~O receive (C,F3) = - (receive (M, INF;) A receive (M, Nz) A fresh (N3))
osign (C,INF,), Osign (C,N,),0-¢ receive (C,F3) = 0= (receive (M, INF,) A receive (M, N2) A fresh (N7))
osign (C, INF,),asign (C,Ny), O (receive (M, INFy) A receive (M, N;) A fresh (Ny)) = OO receive (C, Fz)
osign (C,INF,),Osign (C,N,), ¢ (receive (M, INF) A receive (M, Ny) A fresh (N2)) = < receive (C, F3)
sign (C,INF,), sign (C,N,), ¢ (receive (M, INF,) A receive (M,Ny) A fresh (N,)) = O receive (C, F3)

FERA 9

(cut)

(box)

3)
o

AER2 D (5)

2
sign (C,INF,), sign (C,N3), receive (P,INF3) A receive (P,Nz) A fresh (N2) = O (receive (M, INF2) A receive (P,Ny) A fresh (N3))
FERAXI10
FERARD 10 DR FERARY 9 DR (cut)
sign (C,INF»), sign (C,N3), receive (P,INF3) A receive (P,Nz) A fresh (N3) = < receive (C, F3)
sign (C,INF,), sign (C,N,), =< receive (C,F3) = = (receive (P,INF3) A receive (P,Ny) A fresh (N3)) (box)
0X
osign (C,INF;), Osign (C,N,),O0-¢ receive (C,F3) = O-(receive (P,INF3) A receive (P,Ny) A fresh (N3))
osign (C,INF,), Osign (C,N,), ¢ (receive (P, INF3) A receive (P,N») A fresh (N3)) = OO receive (C, F3)
3)
oOsign (C,INF,), Osign (C,Ny), ¢ (receive (P,INF3) A receive (P,N;) A fresh (N3)) = < receive (C, F3) )
sign (C,INF,), sign (C,N,), ¢ (receive (P,INF3) A receive (P,Ny) A fresh (N3)) = <O receive (C, F3)
SRR 1
NIEBR2 D 4) @
send (C,P,INF,), sign (C,INF,), send (C,P,Ny), fresh (N,), sign (C,N;) = < (receive (P, INF3) A receive (P,N;) A fresh (N2))
FERAR12
FEPARD 12 DR FEAARD 11 D&

t
sign (C,INF,), sign (C,N3), send (C,P,Ny), fresh (N7), sign (C,N,) = ¢ receive (C, F3) (cu

sign (C,INF,) A sign (C,N;) A send (C,P,N;) A fresh (N2) A sign (C,N,) = <receive (C, F3)
= sign (C,INF;) A sign (C,Nz) A send (C,P,Ny) A fresh (N2) A sign (C,Nz) — O receive (C, Fz)
= O(sign (C,INF,) A sign (C,N3) A send (C,P,Ny) A fresh (N;) A sign (C,Ny) — O receive (C, F3))

FEBAR13

(box)
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